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ASSTBACI

There is a comrnon mode failure which can bypass design safeguards and is
often overlooked in hardr"are-or i enta ted risk assessment, namely human
error. In plant design it is difficult to cater for all human errors,
and a risk assessment approach that does noc look at human errors
explicitly may omit a critical failure path. Many major accidents have
occurred which highlight these points, and a few examples are given.

While there is relatively lircle controversy about the importance of
human error, its evaiuation is beset by problems of identifying what
errors could occur, and by lack of a proven methodology and daca for
estirltaring human error rates.

Thio paper discuses an approach to incorporating human reliability into
probabilistic risk assessment, using actual examples. Human reliabilily
analysis revealed important failure nodes which would not have been
found by the conveniional hardware analysis. This 1ed to significant
design reconunendations. The exampl.es emphasise a system-orientated
approach in which the engineering and behavioural science contributions
are closely integrated.

It is concluded that human reliability is an essential comPonent of::isk
assessment and that it is practical to assess human reliability fo
specific operations at the design 5tage.
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l. Itfl?oDuqtloN

Experience of acEuar accidents shows thaE human error is often a contrib-utory facEor. Howland (1980) gave several examples of this, ..a-ia-i" 
"comnon experience in reviewing data bases of hiitorical .""id.-r,a1 

-ir,'it.
proce'6 industries, rhat a significanE DroDorri." < .vpi..i iv-lii:loii 

"..ascri bed to "human error".

In risk or reliability analysis, even rhose failure rnodes which arenormally treated as spontaneous mechanical failures can often be shown cohave root causes in hurnan- decisions, lapses of judgerrent o, *i""ior,".Indeed, it can be argued that every failure is uftimltety ".r".a Uy-ior*sort of human error. Current rnethods of risk analysis for the p.o""""industries, hor.rever, tend not to treaE human error explicitly, but merelyinclude it as one of rnany possible contributors to failure statistics.AlEhough this means that the overall esEimates of risk are unbia"ed (",far as human errors are concerned) on an industry_wide averagea basis,'itrernains unsatisfactory because the resulCs of such an anal-ysis are un_responsive to design changes which could be rnade to reduce ihe probabil_ity of human error. Since human error is a significant .onaributo. iothe total risk, it offers a rich pocencial for ihe improvement of plantsafety, and therefore must .be rreaEed explicity and ln some degree-ofdetail, in any safety analysis

Because of the great versatility of human beings, noE only in theirresourcefulness in dealing wiEh emergencies, but also in Ehe greatvariety of mistakes rhat rhey are capabie of nuking, it is very aifficuitfor the designer of process plant and the man-rachine interface to takeaccount of all possible hunran error, or to deal with these problens byoperational management and procedure design. Nevertheless, these arevery important tasks which must be attempted in a sysiematic andscientific r&rnner. The designer therefoie needs some method forassessing the merits of any particular design or schene, and fordetermining improvements which could be made to the hardware andoperaEing procedures which woul.d have a beneficial effect on thaE
assessm€nt, The ideai way to rnake such an assessmenE is to quanEify theerror rate, and ic is an important currenE challenge to deveiop 

"cceptedmethodologies for this purpose.

Theee aims call for a nevr collaboration between sysEems and engineering
experts on the one hand and psychologists and ergonomists on tfre other.In this paper' we describe ways in which these multidiscipiinary studies
can be sEructured so as to combine the skills of thess "*p.at" ir, 

".,appropriaLe way, whilst generaring resulrs which are of direci uEitity in
the improvement of plant and control room designs, and in the improvenrnEof operational safety. The paper outlines several of the techniques of
human factors and total systern analysis which may be brought to b..r o.,this question, and gives examples based on experience of real industrial
problems.



2. OVBNrIBU OF TECHXIQT'BS

A shgle nethod of a
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The key systeEs anat vsls technlques used here are FauIt Tree Analysls::fftil".3""t""ri?,"i11-.,:ir. r""l- *"irli""?lectron or. rhe rorner 1s
r he 1 a r t e r i ; 
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a nurrrrude of dlfferent,outcoaes, dependent unon. both n*"n- ri^o-""r"a""o factors. Each of thesetechnlques requlres ieflnrtron oi" o""iriii# huoan ac!1ons on errors( e.g. noperaron croses vaLve 
. 
x t*t"ia' ;i;i;" yr or noperator does notii3l",i"ri,,lli "'Ji; ;:I .H*.I";;:'"i' j"ii".,,.lcarltn rn .""i-" or

Tlro huEan factors t"on"1,1:-.: for 1d-entlfylng huEan rallure oodes are Taskil:ifi: ::ffii:: in.o"'o,, .ano 'sarn-re'rl''miry"r" (secrlon 4). rask

r#iii.%di:L"",:":1""ri"iG:"'."[ffi :":ff :#T*":{;n":;
operator. FroE thls- 'e avallable and vhat loads are iip.""o^1'r'iir"
p.:l;; ;."i;";,'' ;;' ;:':;:I"r'"?,-;ITff" e*or can be ldenrlried.
accldent and rrsrs .., .!1" .."r"."'-<inr"i".i.:;..;:":X:t"t""rlrilr:ilr.r":jto prevenr that acctdenr, uortr ue ili," -i1- lar". the event has beenlnltlated. Fallures of each or ti,"-"u=, lllr"Jo o, a human emor or afalt ure to rake rhe rishr recovery .;;i;;, lll'-"*"rrn"o.
Quantlflcallon of hurDan error probablllties is necegsary for both FaultTree and Event rree analysi.s. ar.;a;f;;i.n uses as a basls thequarltatlve descrlDtron of -the 

hunai 
""""" 

"o1"ir"a fron a Task Anarvsrsor Barrler Analysls. 
" 

orp_I-:_d_ 
"i ti, " q*niiri"""rron technlque such as useof.erpon rate data (".e. tHenp) ". irirr"""" i-tiJudser.enr. n.". q,"iiiri".ti""-r""i.,"i;;::=J:"::il:r;:.*i;..:::1";,.f.t

3. TISE IT.ALISIS

Task analysls ls a tool fon descrlblng ln detall wha! an operator has todo, and the lnforoatlon 
-and contrJs ai.i- ."" used, avalLable andrequlned to do lt success.furry. r."[-"n.il"r"' ls bherefore not only afo!'Ear ,.ay of descrlblnE *,." 

"oe"aro-"i; ;:;;:';;, arso a way of exa'lnlng
i::" T*ri"Etl; . 

t" "t"tron to the ri.iiirr'-"" or rhe huoan operaron
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analvsls ln rlsk assess,enr ls ro ldenrlry
rechnlques r,.u"-in ;;; rilt".:l[r:.,i1" "ff"Tin" f"r_ rr:*."il:T:il
l:t"",il-:t:::.ifffffi1; or behavtour. -;;" ;;, be. done hlerarchlcalry,
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ItIe next stage of the Eebhod 1s to deterElne the deDands nade on theoperator ln perforaLng the task o o, po-i",ii 
"-]" 

" 
For the purposes ol riskassessnent, the lnterest. ls pninc fpii iy" i"o' a"r""rine how the operatorcould falL to Eeet these denands 

"nO'rtryl 
-f-o"-!*"rp:,u, 

the analyst Elght
ill ;1""j:;;".t"""jri1"1."" on rhe openar6.,"'i.ri.y 

.Elshr exceed 
".p.oityconsLderatlon of the 

"_o-rta,tana^ 

to perfono a pantlcular t""L 
"orpon"ii,operaron, such as ;;,ffi."",. .?;T,oi,o.:i::"iJ.:.# .:":"""1;i; il:effect of the deslgn of the sysLea on 

"."o".'"-'In order to ldentify errors, He have used a baslc error classlflcatlonsysten rhlch tncludes aII posslble ;";";;- - "'

0E1t requlned behaviour
opera!1on perfotred lncorreclly, (eg. too Euch,too_ rlttle), Hrong action, ,orioo'oli oi-"lq-r"no".FalI to coopLete an actlon in tloe 

"i 
p..i.il ittoo late./ too earl v.

?erform an actlon when ihere 1s no task deEand.ldany errors can be recovered before they have aslgnlflcant conaequence. However, fallire to dothls can liself be an error.
partlcular task, Lhese errors are expanded in a task_

0nlssion:
CoEElsslon:

Actlon not in tlEe:

Extraneous act:
Error recovery
FalIure :

When deflned for a
speclflc foro.

An exa.Eple
shown 1n
engineers
release.

of a task anaLysis fon closing a vaLveTable 1. Thls analysls was carriedcalculate Eanual valve closure tlEes

foLlowing a nelease is
out in onder to help
lollowing a chenical

When applylna thls technlque we have found thaL, for coEplex tasks atIeast, 1t 1s best to use an expert wlth exiensive fleld expenience of theoperation or systeE unden study, to help in t""* description, identlfl_cation of errors and sources of ennor. in ttre anatysis shoun 1n Table .l 
,the rore of the operatlons expert Has to answer questions such as:

nAre there Llkely to be any.operators neanby if a leak occuns?n,nl{lll there be an alarm ln the controf .ooair,-nfs the re1iablllty of the Harnlng 
"yst"i' gooa ie. HilI the operatorsbelleve 1t?n,

:^r:,,-t1"""-_lrkely to be a foroal procedure to be followed when leaks



TAELEI:TASKANALYSIS FOR OPERATION OF AN ISOLATION VA!-VE FOLLOWING
A RELEASE (to aid calcul ation of valve closure t inrcs )

I. DETECT AND INTER_
PRET ALARM OR WARNINC

o Operator presenE
when warning/a I arm
occurs.

o Detect thaE a l arm/
warning has
occurred

o InterpreE mean i ng

o Presence of operaEors in
field to hear/see leak.

o Control room nunning,

o Man-machine inEerface design.
o Attenrion-gaining qualities

of warning/alarrn signals.
o Vigi lance o[ operaLors.
o Workload of operators and

other s tress facEors.
o Tra i ni ng/knowl edge /e xpe r i ence
o Cournunication sys tem

o Man-nachine interface des ign.
o Rel iabi I ity of warning/a1arm

system.
o Design of diagnostic

techniques.
o Training/knowledge/experience
o Stress fac tors

BEI{AVI OTIRS I TNIOLVED

REQUIRED OPERATOR
RESPONSES

E SEAPING FACTORSPERFORMANC

o No operator
present

o A l arm/wa rn i ng
not detected

o Meaning i nter-
preted in-
correctly.

o Incorrect pro-
cedure identi-
fied.

o Decision error
( procedure not
foilowed)

o I ncorrec t
control opera-
t ion

co
o

Fa I to
Check i ng error

eck

o Ident i fy correct
procedure associ-
ated with a I arm.

o Decide to fol low
procedure

o Ident i fy correct
va lve

o Operate valve
control correctly

o Check operation
effective

o CorrecE error( s )

o Procedure design.
o Tra i ni ng/knowl edge /exper i ence
o Stress fac tors

o Training/knowledge/experience
o Stress fac tors
o Procedure design
o Pena I t ies for incorrect

act ion

o Man-machine incerface des ign.
o Procedure des ign.
o Stress factors
o Tra i n i ng / knowl edge / expe r i e nce

o Error recove!y
f ai I ure

2. CLOSE VALVE

POSSIBLE HUMAN
ERRORS

o Incorrect valve
identified



Apart froE lts use in..risk analysls, Task Analysls is a coEpletetechnlque 1n 1ts own rlght and, ir in. "trJy-h"" o."n done to surficlenrdepth of detall , it can be used to generate necoinenOattons for deslgn ofhardrare, trainj.ng and procedures.

Barrler analysls starts by catalogulng hazands, sources of energy etc.,Hhlch could lead to an accldent. It then identlfles the barrlenspreventLng these accldents- and , by speclFylng hol{ they lunction,determlnes hor{ they oay fall . Often, ttrese ja-rr:-ens are physlcal , butcan be clrcumvented by hunan actlon (eg. lnhlbltj.ng a trlp), tuL soie ofthe barriers are of a non_physical klni th;sei;;s. As an exanple, whltel1nes 1n the nlddle of a road and rules about always drlvlng on one sldeare not physical barriers, aod yet Lhey lrork extremely relt ln preventlnghead-on car col1i sions .

The non-physical banniers are Just as suscepglble to fallure as thephyslcal ones' yeL their t'alture nodes arJ often no! investlgatedlhoroughly 1n risk anaryses. Ttre mechanlsn of falrure often resurts fno.confllcts of intenest Hhlch are lEposed on the operatons. Fon exa-Eple,1n oil- uell drir.rlng, t,oo.rapid purrlng of drrrt pr.pe out of the werl nayresult tn a ,kick', yet drlLler" a." often gfve., inceJf;; ;;yr;;;; ;;.speed of drllling and so nay be teDpted 1o viol.ate thls proceduralbarrler. Barrler ana]-ysls 1s partlcularly useful for ldentliylng suchrexiraneous' factors, whlch night not be fo-und by task analysls.

q. TEB BARRIBn APPnoAcH

An exanple for overcoElng soEe of
oU platfort is shown in Table 2.
of a particulan lnsta1latj.on.

the physlcal barrlers on an offshore
I'tr1s uses Lhe act,ual deslgn features

The overall approach is as follows:

1)
2\

3)
4)

Identily hazands (eg. fallure of weLlhead)
Deflne barnier function (eg. dropped object protectlon (DOp));
Identify associaied deslgn features (eg. Dop deck) iIdentify associated hunan enrons that could cause barrier fallure(eg. Ieave DOP haLch open);
Deflne barrler recovery functlons (eg. restore systeE to pre_erron
state ) .

Identlfy other design feaiures assoclated wlLh recovery (eg.
shutdovn systems )

5)

6)

The advantage of thls approach to
used to look at a codplete systeo
the Level of erron identiflcation
lhai denived froo a task analysis.

enror ldentlflcaLlon ls that 1t can be
in a total risk assessnent. However,
vlII nol norEally be as detalled as



EARRI ER FAILUREBARRI ER

Func t i on TyPe Des i gn Feature6 &

Assumptions
Eurnan Errors

Phys i ca 1 o Protective
decks

o Drop out area

As sumpt i ons :

o Securing of
heavy equ i prnent

o No des i gn
errors

1.2 ConEa in-
rnenE and iso-
Iation of
flanmab1es

Phys ical o vessel s .

o P i pework.
o Gas /o i I tight

decks and
enclosures

o Hydros tat i c
barriers

o Cement
o valves
o Bl.owout

preventer ( BoP )
o Interlocks

o Valve operation errors
o Hose connection errors.
o Failure Eo use hot work

Eent
o Fai lure Eo auintain
hydrostatic wel l barrier

o Inadequate cementing of
cas i ng

o Equipment noE con-
structed or installed
according to des ign

o Inspecc ion error (miss/
false alarm).

o MainEenance error
o Failure to operate BOP

or fa i lure to operate
it correc E I y

o BOP removed at wrong
t ime

o Cutting i nto/ breaki ng /
opening/dri l l ing into
l ive vessel/pipework

o Leaving open or
propping open gas tight
area doors.

o Disable i nter I ock.

Assumptions:
o No des ign

errors

TABLE 2

l.l Dropped
object pro-
recrion (DOP)

EXAMPLE OF THE USE OF A BARRIER APPROACH TO ERROR
IDENTIFICATION

o Drop equipnent in area6
not protected.

o Deck not construcEed or
instal led according to
des ign.

o Deck not inspected and
maintained according
to des ign.

o Inspection error (miss/
false alarm).

o Maintenance error.
o Fa i lure Eo secure

heavy loads/equipnent.
o Leave DOP hatches open.



5. USB OF FIULI TREE rtrrl.rsls

In a coEp!,ehensive rlsk anaLysls, fault trees are often used as a neansof anaryslng qualltatlvery tri" u"ir."i"* -oi"l 
"v"t", under fault condi_tlons, and to provlde a.Dethod of qr.ntf-fLt].on of fallure frequencles.By lts narure, fautr rree *"irJ;-;;";;:". ,.o, . deflnlblon of rheunuanted accldent' then. lden!1fi"" 

"ii--tt-" Lu'edlate causes of rhataccldent. For each oa th::: lnneOlate 
-Jau""i, 

fr"tf,". roore baalc causesare then ldent1fled, untU the i"""i-l]-,o.Aif cannot be furtherelaborated. In the 
.developr.ni J'iie -iogre 

dlagram descrlblng thelnter-relallonshlps between aIl of t,trese 
-lont,rlbutory 

cauges, huoan
:;:::;;.t"" 

as an lnevltable and naruiar *"t o. rhe overarr roslc

FauIt, tree analysls ls,. therefore, a very good exalIple of analyslstechnlques whlch 1ook- .t^ i.h" "tolf "r"i'"r". Il tneats Lhe huranoperator as a co,ponent- of the systen, .nJ-ii ..qrr"es conslderatlon ofall the rerevant rallure noaei of- ii-"t- 
- 
op..rto., and ultlraater-vestltration of the probabulty of tno"" ,oa"i. Thls nethod of analysls ispartlcularly sultable for systeEs i" 

"t 
i"n the part played by lheoperator can be reasonably rrerr defln;d, a; does not contaln too nuchcoEplexlty due to rcoEEon noden Faults o[ the part of the operator.Unfortunately, bhe 1atter are qutie prevalen!, and the analyst has to bevery careful to take then lnto account ,t"i"-tu"V Eay have a slgnlflcanteffect on the overa-].1 analysls.

Once the tree strucLure has been deflned 1n thls ray, t,he next slep Ln aconplete analysLs 1s the quantlflcatlon J tt" fr"qr"ncles or probabll_ltles of the base events thenselves, anl 1ne eiaruatfon of the top eventfrequency by analysls of the t.*. ---a."Lr 
aa the hunan errons areconcerned, lt is obvlously Just "" t.poii"nc that they should bequantlfled as t,hat the hardnare faufts Ue iuaoifff"O. Methods for dolngthLs are descrlbed 1n Sectlon Z of lhls p"pii."'

An exaople of a Ean_machlne systetr in rrhlch fault tree analysls was avery useful toor- 1s provlded by the r.rn"ning syster, or a llreboatdeslgned for an off-shore o1l platfor.m. -'- 
ftf" sysiem incorporatednechanlcal coEponents such.as hooks, wlres, wlnches and danpers, allacLlvaged t,hrough a hydraullc syBtem of sone'conplexlty. In thls caselhe bop evenL of Lhe fault tree Hhlch ,o" of-lnt"""st could be defln;;very preclsely, 1.e., fallure to launch the llfeboat at, ttre--ifrstattenptn. Ttre operatlon of Lh1s 

"yri., "." necessarlly under hunancontrol , because of the need for j"Og"r"ni" and declslons, such asensurlng that a1l personnel- ane aboard, -properly 
seated, and that j.t Hasactually necessary t,o launch Lhe boat.

The fault tree for this case ls shown ln scheEat,lc fonn, Hlth Lhe hunancauses hlghllghted, ln Flgure 2. Ittl s dlagraB shows the coEpl-exlty olfault tre€s such as typlcalry arlse 1n p.oJu"" lndustry or offshore oirand gas lndusLry fault tree analyses. rt can be seen that the humanerrora pervade the entlre tree, and contrlbute a signlflcant proportlonof Lhe total number of contrlbutory causes.
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Analysls of lhis case revealed a large nuEber of failure Eodes, Eany ofHhlch rrere the dlrect resuLt of huain .rror'ln operat,lng the controls.Hoveven, slnce tho top evenl had been """"iufiy deflned to lnclude onlyrallure at the flrst atLeEpt, lt lras not n"i""".ry to take account orerror recovery actlons, whlch would have had coEpllcaled conoon cause11nks to lhe or1g1nal errors uhlch Uirey were aLteoptlng to recover.Thege. recovery actlons by lhe operalons nere subsequently taken lntoaccount ln a separate event bnee analysls (see sectlon 6 tefor). ftrespeclflc exaaple of the llfeboai launchlng systen was also a favourableone for appllcatlon of -FauMree analyJls because the deslgn of theLaunchlng procedure lnvolved qulte dlstlnct stages, Hhlch were unllkelyto glve rlse to coEmon.node fallures. tfso, t,ne co6Eon Eode operatorerrors Hhlch are Eost tlkely to be Eei ln Lhe process lndustrles (1.e.,openator absent froE control rooE, or lncapacltated, or subJect Loadverse envlronEental condltlons) do not apply'ln thls case.

A study of t,he rellab1llty of a conputer contnolled blowdom systen on aNonth sea pratforo inctuded hu.Ban errors as werr as hard,.are fairr:res( CoEer and Klrran, 1985). The top event analysed lfas nfallure to controlthe systeE, J.eadlng bo overload of the flarei. As part oF Lhe study, ahlgh1y detal.Led fault lree analysls of the EEergency Shutdown (ESD)Systen ras carrled out. Over 9Ot of a1I fallures Lnvofvea 
" "i;;i"nalntenance error. Ihe ESD fallure frequency rras predlcted to be onceper 120 years. However, 1f lhls huoan irror Has eLlnlnated, thepnedlcted frequency becaoe once ln 1500 years.

The part of the st,udy reratLng to flare overload ar.so showed hu,an errors1n an energency to be t,he nost llkeIy events leadlng to the top event.These errors resur'ted fro, the lack of coordlnatl0n and co.Eunr-catl.nbet,een the central control roon operators and ihe 10cal control roouoperator near bbe coEpressors. Anothen slgnlflcant probleE was use of aElsleadlng colour codlng systen on the blowdown contror paner. Thlsstudy deoonst'rated the lEportance of huBan errors 1n both malntenance andedergency response (unden stress) ln a systeE for whlch t,he hardwareltself Has otherrrlse very well deslgned fon lts prlnary functlon.

6. BgElr InBB AIALISIS

fhe technlque of event tree analysls, or noperator actlon trees,(Hannaaan, 1983) as they are sornetlnes called ln the context of hunanerror, Ls very useful for analyslng sltuallons Hhere the operator has toreact !o soEe unexpecCed slbuatlon. For exarple, they ane appropniatefor descrlbln8 operator response to a control- rooE "r".g.n"y, oranaryslng operaton recovery actlons after sorne procedural falr-ure.

Many hunan actlons are condrtlonarry dependent on prevlous actr-ons, andthls 1s especlally tnue ln an eoergency sltuatlon. rr an event has beenDlsdlagnosed' a1l subsequent lnfomatlon wlrl be viewed from the roon,perspectlve of thls mlsdlagnosls, and may itself be mlslnterpreted.SlElLarly, the conrect perforEance of actlons ln an emergency evacuatlon



can depend on
launching of a
made, i.ncreasing

the perfornance of earlier actions : e.g,lifeboat may be impeded if several errors-
the sLress on those individuals in control.

the correc t
are initially

condirional probabirities are importanE in the accurate analysis of humanperformance after an event has occurred. EvenE tree analysis i"Eherefore mosE useful for examining flexible sequences of events whichmay change course depending upon human, hardware, and environmental
resPonses.

In the case of Che tifeboat launching system which was described inSection 5, the top event of the fault tree analysis was described as
"faiLure to Iaunch ar the first attempt,'. It proved possible to group
the cut sets of Ehe faulE tree for failures at ihe fir;c attempE i;to;
rel.atively snull number of generic types, characcerised by someparticular dominant obstacle co success, for which a particular diagnosis
and recovery acEion cou.Ld be defined. For each of chese generic tyfes of
failure mode, it was then possible to draw an event tree describing Ehe
possible paths which the operators might take in trying to remedy the
fault, and also a1I the mistakes they might make at each stage in this
procedure.

An example of one of these event trees is shown in Figure 3. For each
branch in Ehe event tree, it is necessary to quantify the probability of
the operaEors successfully completing Ehat step. These probabilities nuy
be quantified by techniques similar ro those described in Section 7, and
in this particular example, the influence diagram technique was used.

For each path down the event Eree, Ehe consequences have to be evaluated,
which is essential ly an engineering or systems analysis task. In the
case of this particular example some of the outcomes anount to total
success at the second attempt, while others Iead to partial success, and
yet others lead to some other kind of catastrophe (see Figure 3).

The overall analysis is compl.eEed by quanrifying rhe probabilities of
each of these outcomes within each evenr tree, multiplying by the
frequency of the particular original failure mode for which this event
tree applies, and then adding up the frequencies of each different Eype
of ouEcome. Since the ouEcomes can be broadly classified inro only a
small number of types, the frequencies of each of these types of outcome
can be readi ly esEimated.

With this type of analysis, since both the mechanical and the human
errors have been considered and quantified expiicitly, including also the
performance shaping factors, it is a straightforward matter to evaluate
the effect of design changes which may either reduce rnechanical failure
probabilites or human error probabilities, or gi.ve improvements in the
environmental conditions. In the case of this example, it was shown thaE
Ehe probability of a successful launch could be fairly easily increased
from its initial value of about 782 to abour 982, mostly by means of
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hardware changes which enabled a single universal procedure to befor the second attempt at launch, rJgardless of th; failure md;had caused the failure ar the firsr atEempt. These hardwar" 
"h;;;""not expensive, but greaEly simplified the problem of diagnosi-swould have arisen with the original design.

used
which

were
which

7. QUANTIFICATION

The quantification of human error poses problems for a number of reasons:

Hany of the quantification techniques have not been validated.

Incident records rarely describe Ehe environrnental conditions (or
perforrnance shaping factors) under which the husran errors were made.
This rukes iE difficult ro generalise from failure dara for specific
cask6 to others that are similar.

IncidenE records only reflect errors which have been identified andwtrich resulted i.n some notifiable consequence. They do not recordeither opportunities for error or error frequencies with no con_
sequence (eg. because of error recovery). it is noE possible todetermine, therefore, what Ehe true error rate is althouih attempts
have been made by estimating opportunities for error.

Techniques which provide daEa, such as TIIERp (Swain & Guttnann l9g3),
do nol provide the original daEa on which the numbers are based.

Som of Ehe techniques for quantification of hunun reliability
require the use of subjecEive judgement by experts. Bias in nukin!
expert judgements and in judging error probabilities for new designiof systems which have not yet been operated exacerbate the problem,
although progress has been rnade in -structuring- the judgements in
order to reduce the bias.

With these limitations in mind, s orne attempt at quantification must be
made in order to assess the hurnan contriburion co risk. It is also
necessary to be able to prioritise design improvements which will reduce
this risk; the relative values of failure rares are cherefore aE least as
importanE as the absolute values.

We have found that the
fol lowing components;

most useful method of quantification has the

A large data base consisting of data points from:
o Simulators
o Incident records/accident reports (particularly relating to tasks

of i ntere s t )
o Experimental studies
o Expert judgeme n t
o Generic (i.e. not task-specific) esEinates
o Quantification techniques which have data (eg. THERP).



l{elghtlngs or Du.LtlpI1ers for the effects offactors, These values can be derlvea }""iin"'as the data base.

pe!.forEance shaplng
saEe klnds of sources

A technlque whlch takea account
perforEance shaping factors.

of the effect of lnteractlons between

In one study on directlonal drllllng of an oil weII, for exa.Eple, 1t wasnecessary to quantlfy the probablrltv J Jiirfing lnto a nelghbourlnsweLt. Thls requi,res kno:..r.edse about tie ;;";;;, of the drul btr, Hhlchls deterElred by a treasur_epen t_rrhll e_drlfir* ^i*ol 
lnstru0ent providlngdata to the directlonal englneer f., tte-ioil.oi a prtntouU. Thls has tobe processed by the enalneer 1n onder to a"t"iin" blt positlon. Tte Mr{Dlnstrunent ls not accurate and thi s 

-n""-al"il^ 
.-ia"Hed for 1n esli,atlng a

ffii;:rl':t*ce 
rrotr nelghbourtng 

""i' " 

-"n.""'oosl 
tlons also have ro be

Hu.Ean ernors associated wlth lhis task were used 1n a fauLt tree. I.hesectlon of the data base used- to qr."t1iy'tl'""I 
"r.o"" 1s shown j.n Flgure4' rhls arso llsts sone :r rle h;;1.;l-;;.rornance shaplns facrorstha! were used to selecL values f"o, i.ng"" oi possrUte erron rates, wlththe help of a dr11lj.na _expert. Ttre ac t-uai ,-.tr" 

" ,""0 are glven in thefault tree 1n Flsure ?-.,_-fr: p""u.uiiiiv tll"t uro errors exceed theplanned posltton .,lcertalnty uasea on--Go,wn 
-'instr,r,ent 

senslblvlty andrel1abll- itv lncludes rhe tonbr.nabl;; ;;;"' probabllrtv of lnstru'enrerror and hurtan error.

II'e of laflueace dla8rars to glve structure to rerpert Judggl6sgr
A useful technlque for quantlflcatlon of hulan errors ls to deflne aroglcar structune for the r,,rnan r.ctois ,i,iot,ln.u"rce the occurrence ofghose erors, Hhlch is y;uallV called an ,:.nf].u"no" dlagralrn (phUlLps,Hunphreys and hbrey, l9g3). , an 

"*"rpi" J' "r"n a dlagram, taken fronLhe study of an offshore. Ilfeboat 
"V"t"i ""f"""ed to ln Sectlon 5, lgsho'n 1n Flgure 6' Deflnln* tne structuie oi"tn" in.u"nce dlaSra' 1s atask 1n Hhlch both hunan factors specfaffsts and olher experts l{lthlstowledge of the operations lnvolved ,r"f 

"ol1.io".t".
In the quantlflcation of an lnfluence dlagraE, the Eet,hod adopted lssfu'lr'ar to that of faulL tree anal y-s1s ,- 

-uu'i *ur"" 
a nore conprehenslvedescrlptl.n of the states of each 

"r.' 
irl i.irr"nces at the base of thelog1c. tree,,_ In the pub!.ished OusorfpifJns -o, 

an" lnfluence dlagrantechnlque (Phill1ps, Hunphrey^s ,na mUrey,'--tgdgl, Lhese lnfluences arebhought-of as occupylng one of two states, typi."rfy ngoodn and nbad,,. Atea-m of experts ls asked to asslgn . ;'""ignt of evldencen to thepropositlon that each of the..per-fonmance snaping factors ls in each ofthese states. fhe total weight of uu fa"nou-,,l'"i add up to 1OOr.

fn practlce, we have founq 
^t,hat thts atgonlthxn for quantlflng thelnfluence diagnaxn 1s unsaLisfactory because 1t does not allow eachperfornance shaplng factor to be tn 

-rn ,"r"r"g"" conditlon at any t1Ee,even thouSh thls ls ln facg the rnost iitJ? clrcuostance. l{e have
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8 c0NcLUSIOlls

Human error
undenestlnati

9. RECOI{HETDATIO S

Experlmental prograrotres are
predictlon technlques.

is iroportant, and to ignore it nay lead to serj-ougon of rlsk for a huoan-machlne system.

2

3

Hunan rel1ab111ty analysis can be Eeaningfully incorporated lntoconvenbional rlsk assessEents usj-ng fault ind evenL trees comblnedwlth hunan rellab1l1ty and hunan factons technlques.

The lncorporatlon of hu.an rer.lab11rty assessment into riskassessnenU with t,he concoBilant recoBEendatlons for nisk reductlonprovldes the deslgner rrlth addltlonal neans of neducing rlsk. Inaddltlon' quantlflctlon can be used to prrorillse hu[an factorsrecoml[endatlons .

Data on perfomrance shaplng factors and human error fron neaL, asopposed to experlEental, sltuations are extremely hard bo lind. Aneffort to categorlse an<l collect such data ln a sysLematic wayshould be made" This r{ou1d need a coordlnated effort lnvolvlng inuEben of organisations that alneady have, or could collect, suchdata.

2

3 Rlsk assessnents whlch lnclude huEan enror coEponents have been madebut ane rarely publj.shed. pubtj.shing ,o"" "rs. studj-es wouldprooote the use of human rellabillty assessment, facll-itate peer
nevleH and enhance lts acceptablllty as a tool .

therefore modlfled the lnfluence dlagnaE technlque to glve 1t a thneepolnt distrlbutlon of nwelght of evldencen (L.e. n8Jodn, 
"Uaar-"anO'raveragen). Furtherrnore, slnce 1t vas observed that, the ar-gebra by whichwelghts of evldence were nanlpurated ln the evatuatlon of the tree wasldentlcal to probablJ.Lty algebra, we have stnpfi.ffea the termlnology byredeflnlng these Helghts as n probab llltlesn .

flth Lhese trans fornatlons, we conslder tbat the lnfluence diagra&technlque is a very valuable tool fon 
"t"r.irifng the analysis of humanerrors in any partlcular lndlvldual procedural step, and, coupled wlth adegree of necessary expert opLnlon 

"on""rnlng the probabilltles ol theperforoance shaplng factors, it can pnovlde a trustworthy t,echnique forquantlflng hunan error probabillty.

1

requined to valldabe huoan reliabil-ity
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