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I. INTRODUCTIOII

The aim of this paper is to examine some of the possible humanconlributions to the Bhopal disaster. The human factors analysiswas carried out as part of an investigation by Technica 
"pon"or"dby the Dutch covernmenL. A group co-nsistinj of HAZOP and EAZANpractioners", consequence analysts- and a hunu"n factors specialist

underLook thi6 denpnstration exercise in order to illusEiaEe someof the insights achievable through risk analytic techniques.

The team-s examination was based on the available literature andthe information that was reportedly available to management andto the authorities on which to base pl.anning and operationaldecisions. As yet, no official report has been released and sothere is no authoritative account of the causes of the Bhopaldisaster. Ilowever, a number of versions of the events leading upto the massive release of methyl isocyanate vapour in the eirlyhours of December 3rd I9B4 have now beer published ("e.
References). By putting these Eogether, a fairiy complete andconvincing scenario was obtained by the Technica team. AIEhough
undoubtedly not the only possible scenario, it did seem to fiEall the feaEures observed and is not contradicEed by any of the
evidence so far available. The human factors analysis th.t vr""
carried out was based on this scenario.

2. PI^ANT SITING

The Bhopal plant, owned by
Carbide India Ltd (UCIL),
Sevin, a DDT subsEitute.

Union Carbide and operated by Union
was built to produce a pesticide,

The plant was located in Madhya pradesh, said to be part of apolicy to bring industry to less developed states. The site, by
an oId town in a lakeside seEting, was initially a quiet suburb
buE it attracted a Iarge squatter camp. Technica-s esEimate ofthe population densiEy aE the t irne of the disaster was 250
persons per hectare (per 10,000 m2) (from map in Deihi sceince
Forum, 1985) -
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The release on 3rd December l9g4 is said to have caused:

Over 2,500 fatalities
Over 200,000 seeking medical treatment
70,000 evacua ted

The very i mport ant
conrnun i ty res ponse
examination.

f disaster planning, lunagement and
dealt with here and warrant further

the key feature of the design was:

to 180 tonnes of methyl isocyanate

repor t
de s i gned

i s sues o
are noL

3. DESIGN FEATIJRES

From a hazards point of

Provi s ion of storage
(l,ttc) on s i te .

view,

for up

Protective systems were needed to ensure that the MIC rernainedconfined. There were two sources of uncontrolled discharge:

- External f ire
- Ingress of water leading to an exothermic reaction.
Exclusion of water was achieved by:

Cathodic protection of tanks against external corrosion.
Maintenance of tank contents ,"ll b"Iow a temperature at whichaCtack on tank rnaterial would occur-
Cooling by non-aqueous refrigerant (Freon)
Use of dry nitrogen for purging and pressure control.
Ensuring systems requiring water washing are isolated from MICcontaining systems by slip plates.

Protection against tank rupture was achieved by

Conventional safety relief valves backed up by bursting discs.Discharge lines from the relief valves (rei.ief valve vent
header) to a containment system, the main feature being arecirculating causcic soda scrubber. This also neutral ised"breathing" vents fed in via a separate header (process vent
heade r ) .

In the event of a relief discharge exceeding scrubber
capacity, the excess flow would automaticaliy be diverted to a
f lare tower.

From statements rnade in the Union Carbide (19g5)
estirnated that the scrubber plus flare systern was
maximurn discharge rare of 10,000 lbs/hr (l_3 kgls).
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This design was based on the assumption that full cooling wouldbe provided by rhe refrigerarion system. Technica-s esiimatedvalues for the parameters of the MIC release on 3rd DecemberI984, inferred from the published data,- indicaced a release rateof 3.5 kg/s over a duration of 2 hrs (about 25 Eonnes released)at a temperature of 42oC.

4. ACCIDENT SCENARIO

These conditions were

Figure I (taken from Bhushan and Subramaniam, I9g5) shows thepossible route of ingress of waLer into tank 610 which isbel ieved to have caused the release ( tt 
" 

Unior, Carbide reportestirnates about I tonne of water) - fni" .pp.re.rtly occurred
I:lr.I-r:a, I.lf_"g ouc operarions of anorher "."iion of rhe plant.'rhe detalled hypothesis of how the water got in is given in
S Iater ( 1986 ) .

The inferred route taken by the water includes a .,jumper,, linebeEween the vent headers, believed to have been instailed by ucirmanagement around December I983. The segregaEion of theseheaders had been one of the important desiin features of thewater exc lus ion system.

Al though this was a necessary condi tion for the accidentoccur, altogether nine contributory causes were identifiedbeing necessary and sufficient for the accident scenario.

to
as

MIC in the storage tanks
Exi s tence of jumper line
Remova I of refrigeration
Water in pipework r.rith connection to MIC storage
Su[ficient quantities of MIC and water
InsuIficient isolaEion of areas being washed
Valves in connecting pipework op.n oi ineffective
Blocked bleeder valves
Reaction of MIC and water could not be contained
design, human action, flare, or vent gas scrubber

At this IeveI of analysis, the immediate causes are apparent butthere is no easily discerniblc pattern of faiture. Although
recorunendations could be given at this level to p."rr..,t
recurrence of this scale of accident, these are necessarily
somewhat specific to Bhopal, and the as yet unidentitied rooi
causcs nay not be addressed. The human factors analysis was
aimed at investigating the underlying pattern oI failures and the
poss i ble causes .

tank

by t ank
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5 - IruI''AN MRORS

The
of

most useful definition of human error, from the point of viewevaluating the hunan contribution to risk, is:
Any action or failure to act which
sub-system to exceed defined limits.

6. POSSTBLE CAUSES OF trUI{AN ERROR

6.1 Lack of De s1 nSu ort has i ses Hu

could cause a system or

rEn Safet S s tem

The hypothesised enabling conditions identified above were
"".Ti":9 for possible human error .",r""" -;;- anatysis of theavailable report literature. An outline of Ehe way in whichf ai lures of the human and equipmenr 

";;;;";" could be relaredis presented in Table l. The enabling conditions were subsumedunder five rnajor characterisrics 
"f pi.;; ;;;ign and operaLion,as shown in the first column of tt. t.Uf".--i-,ippo.tirrg evidence

1:...:91::: -t:: rhe hypothesised human 
"r.o." and associaEedequrpment failures-

The a.nalysis suggests a combination of design, decision andprocedural errors. l,Iere these relatedf i" Iarge systemsEypically incorporate relatively independent subsystems, if alILhe safety systems (engineered and human) fail inen it is likelythen one or more comnon factor" ,ou.. ,E ;.;4.- 
- -

One of Ehe areas where the BhopaI plant was criticsed inthe literature is in terms of it" t..t of autonatic devicesto help rnalntain the system within toleraUle iimits (e.g.Bowonder, 1985). It is said that safery system. had to bemanually switched on, there was a general lack of autornaticwarnrng systems, and safety interlocks were not providedfor critical systems. If this is the case then theoperator does not appear to have been given much supportfrom the designer.

There is a case to be argued both for and against suchautornation when considering its effect on human erroroccurrence. Increased autornation can resulI in increasedcomplexi ty and interdependence of system components. Thisrn Eurn rncreases the likelihood of unanticipated tai luresor abnormal conditions which are difficult to diagnose.



Hourevqp, r.,-hat must be appreciated is that, in the absence ortarture ot auLomatic safety devices, the human being is aprimary barrier to hazard. ehysicil, .t"*i""1 and orherforms of containment must be maintained by people; when

-.:::3i... 
fai,1.s the operator must idenrify ir and pur irrlgnr; unpredtcted process and plant reactions must bediagnosed and cured; adjustments must be made ro the processso that conditions remain within efficient and safe limits_

Human beings are therefore not a nuisance.assec, Having said this, it is now easier tocausal involvement in the BhopaI a."g.ay-i.,aoThat is, there musc have been . f"if"?. '"f -ltl
system.

6.2 Safe ty Role Ambi qui ties

They are an
put the human
pers pec c i ve .

human safety

wi th responsibility for safety
Possible primary candidates
were ident ified as:

Opera tor s
UCIL supervis ion and management
The parent company in the US
The Madhya pradesh inspectorate
The Indian Government

A conclusion was reached that safety roles were probablyhighly ambiguous (lack 
.of proper .pu.ifi..tior, of safetyduties).., porenriatly inaepenaent humi;-;.;;;;'iystems courdalso fail to ',audit" each others a".l.ioi" and enforcesafety- The implications of the ."p..t li;;.1ure $/ere rharit could nor be clearly esrablished'rho ,";-;;;;onsible for:

- Ensuring that the established ltroccdures of the plantwere f ol lolred.
- Ensuring that plant management, supervisory andoperations personnel had sufficient plant i.norteage,training and experience to operate the plant safely.- Ensuring that the original design of tt,e ptant r.ra s safe.- Ensuring that the plant was maintained in .r safc

cond i t i on.
- Defining the safety criteria and ensuring thnl r:tr,,v ,.l,.rnmaintained.
- Providing information abor.rt risk, such as HIC toxicity,and who should be informed. It should be noted that inthe USA there is as yet no requiremenE to inform thelocal public of toxicity etfeits of plants 

"na ln,t. rfthis has only recently become a ,.qri.u.".rt.
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The execulion of these roles
up human safety sys tems .

represent the primary and back

6.3 Lack of Knowl edse, Rules and Procedure s

Operators need to know what rhe lirnits of a system are inorder to avoid error. variabiliEy i. .p"r"a". Jehaviour canbe- conErol led by rules and procedure" ,';.;;;;g rhese arefollowed, but they cannot cater for events that areunanticipated. sysrem knowledge, ."d 
"or;;i;;; experrise,is also required.

It, ,is possible 
- 
that operational and/or critical decisionrrurkrng personnel at Bhopar could have racked sufficientsysEem knowledge. Such knowledge enables the 

-.ons.qu.nc."
of actions or sysEem state chang;s to be anticipated duringthe l.ifetime of a_ process plant. It vrould therefore bermportant to consider whether operators, supervisors andmanagement at UCIL had sufficient training, eiperience andformal procedures ro enable ,tu. ,o ;;;.*;-;;.*;r;;;safely.

The potential for a serious human
rncreased. if inadequacy in the engineered
coupled with insufficient system knowledge.

error ls
safety

marked I y
sys tems i s

6.4 Lack of Sys Eem S ta te Information

Just after washing of the filter RV lines began at 9.15 pmon 2nd December it is reputed that an operatoi-noticed tharthe bleeder valves were blocked. fn" 
"itr"iio., could havebeen recovered but, i f the reports ...- 

- 
.oa.".,, thesupervisor apparently ordered washing to continue. Anotherevent occurred an hour Iater. pressurisation of tanks fortransference of MIC to the Sevin plant began but pressure intank (2 psi) failed ro rise.

Fifteen minutes later there was a shift change- Thwas said to have observed leaks of UrC, a p?essuretank 6I0, and ultimately the catastrophi'c discharge.

shitt

6

rlse rn

- Ensuring that if pLant procedures or design were changed
Chey met the safety criteria.

- Identification and notification of unsafe practices ordesign and whorn should be noEified.
- Evaluating plant siting and risk to che public.
- Ensuring the enforcement of health and sifety

legis lar ion.



A detailed examination of the
foI lowing questions arising:

reporE literature 1ed to Ehe

I was there insufficient comnunication between shifts?Events that had taken place on the previous shift maynot have been recorded. Such infoimation could haveincluded operations carried out, records of i.,ai"uto.readings, and problems encountered. The new shift mayhave had no way of knowing, for example, ,h";;". o.not the pressure rise in 610 was due to some Dreviousoperation- The earlier shift could t.rr. p.es",rri"eathe 
. tank lrith nitrogen to transfer MIC to thepesticide p1ant.

2 Was there a reliable indicator to provide
on the considerable temperature rise
exothermic reaction in the tank?

Were the tank pressure and level indicatorscorrectly and did operators cons ider thattaken from Lhern were reliable?

Were suIficient warning information systems.:d in- operation (cemperature, pressure
alarms)?

3

information
from the

working
readings

avai lable
and I eak

MIC
eri th

4

5 Did the operators have sufficient information ontoxicity and the behaviour of MIC on contactwater to enable accurate perception of risk?

If the water was not actually turned off until I2.30 am(Badhwar and Trehan 1984) iE impiies tt.r lr 
-to-o-t 

o.," ,rrd uhalf hours to diagnose that water had entered the tanksince the first indication of abnormatlty .t 
-tt 

.r. Notethat- t_he toxic gas alarm was reputedly not switched onuntil I a.m. (Union Carbide, 1985). why had it b".r, t,rrr,udoff anyway?

Had action been taken immediately the water entered thetank it miAht have been possible to avert the disaster orat leas t have provided a longer warning t ine for theconrnunity. This, of course, would have required animmediate dirgnosis of the cause, prediction of effects,and idencification of the best 
".".ju.r.y procedure to deal

wi th i t. But even the experts have subsequent Iy hadproblems in achieving this !
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6.5 Economic pre s s ure

It is also estimated that
refr igerat ion unit would
Act ion, I985 ) .

If, as has been reported in the rnedia, pesticides sales inIndia had been sinking then economic p..""rr.." would existto minimise the costs of pesticides production. Humanerror in response to pressures of one sort or another is a
conunon contributory factor in major accidents.

If the Bhopal plant was subject to
pressures, one would expect to find
this, principally:

A decrease in produc t i on
Reductions in manning and/or manning cosEs
Reductions in downtime and/or attemits to reduce
downt ime
Reduc t ions in costly equipment
Shortcuttings such as reduction in time
procedures
Priorities of production over safety
Attempts to increase efficiency.

economlc
certain

or produc t i on
indicators of

The report Iiterature, if correct would supply supportingevidence for each of these indicators, excepi ttre tast.For example, the introduction of a jumper line would enableeither the process vent header or- the relief valve ventheader Eo be used for venting and relief whilst the otherwas being maintained, without the need for plant shuEdown.

savings
be about

cons uml ng

swi tching off
a day (Wor I d

from
$50

Ehe
in

I f economi c
dec ided to
influenced
advantages:

pressures exi s ted at the
have MIC storage, then such
this decision. Storage

t ime rhat i t was
pressures may have

has the foI Iowing

Reduct ions in downt ime
Fluctuations in the process can be evened out
Ease of operabi I i ty

B



7. CONCLUSIONS AND RECOUUENDATIONS

If the
correc t
follows:

here are
are as

report I i terautre and the
the major Iessons from

ana lys i s sununarised
the Bhopal disaster

I Human beings can overcome designs for safety. Redundancy anddiversity of safety equipment rnay protect against equipment
failure, but can be prey to a comron mode failure, humanerror. It is Cherefore important that human error is
accounted for in any evaluation of risk if a complete riskpicture is to be obtained.

2

3

Safety is no_t only dependent upon preventative procedures.It also requires the ability of operators and management torecover errors and equiprnent failure. When errors orfailures are unanticipaEed, system knowledge and awareness ofrisks are important in the diagnosis and- identification ofthe correct form of action. Required operaEor and management
knowledge and skills should therefore be identified foi highrisk plants to ensure that planned safety funcEions aiernainLained.

The safety of high risk plants
conflicE with economic pressures.
operator to government level.

should not be
Thi s s hou 1d

al lowed to
apply from

4 PoorIy defined safety roles can lead to violaEions of safetyfunctions. Responsibilities for safety, and duties relatedto ensuring safety, should be unequivocally established forplant, company, foreign parent companf (if applicabte) and
government personnel.

8. ACKNOIILEDGEHENTS

The other members of the project team were David SIater,
MitcheIl, John Firt and Dilip Chowdhury. I am grareful ro
for allowing me to present some of ttreir work, and also to
Dr B Ale and the Dutch Governrnent who sponsored this study.

Frank
t hem

-9-



and Trehan, M. (1984) Bhopal: city of
3l Dec. L984, p.4-25.

Bhushan, B and Subramaniam, A
Bus iness India , 25 Feb.

RIjFB.ENCES

Badhwar, I.
Today,

Bowonder, B-,
councries
46 pp:

death. India

Chemical and Engineering
explains gas I eak.
4-5.

. (1985) Bhopal: what really happened?
I0 Mar. 1985, pp. 102-116.

incident: irnpl ications for developing
to be publ ished in Environmentalist.

Union Carbide
25 Mar. , pp.

Specia i Report: Bhopal:
European Chemical News

Bombay: Di rec tora te-Genera I ,

( 1985 ) The Bhopal
. Draft of paper

European Chemical News ( 1984 )
rai sed by Lhe tragedy.
28-29 .

FASLI ( 1984 ) Bhopat. tragedy.
Advice Service and Labour
Dec. I984, pp. 2-9.

Lepkowski, !r. , ( 1985) Indians
Chemi ca I and Engineering

News ( 1985 )
Chemical and

Bhopal disaster:
Engineering News

key questions
l7 Dec. , pp.

European Chemical News (1985) Special Report: Firms keep cheir nerve
in BhopaI a f terrna th European Chemical News , March 4, pp. l2-I3.

Ins ti Eutes. FASLI News , vol . 1

Fac tory
, no.2,

ICFTU and ICEF (1985) The Trade Union Report on Bhopal. Geneva:
InternaEional Confederation of Free Trade Unions and
InternaEional Federation of ChemicaI, Energy and General workers-
Unions .

criticise handling of Bhopal tragedy
News , 28 Jat. , p.24

Time Magazine (1984) Alt the world gasped: a tragic gas leak offers a
parable of industrial life. Time, I7 Dec. 1984, pp.6-23.

of India (1985) Carbide Igqor3d qafety Rules, 9 April 1985Times

Union Carbide ( I985) Bhopal MethyI Isocyanate Inc ident Investisation

l0

Delhi Science Forum (I985) Bhopal Gas Tragedy. New Delhi: SocieEy
for Delhi Science Forum. 47 pp.

SIater, D.H. (I986) Risk Assessment in Practice - Bhopal. Chemical
EngineerinR in Australia, ChEll(l), 12-I6.

Team Report, Danbury, Connecticut: Union Carbide Corporation,
20 Mar. 1985. 24 pp.



Union Research croup (1985) The Role of Management Practices in the
Bhopal Gas Leak Disas ter (A report by the Union Research
Group - June 1985). India,

second
1985 .

World in Action
. June.

( 1985 ) The Betrayal of Bhopal Granada Television,3

- It -



.lJ
o
a

.,.{

.ll

oo

cr
taLil!0

oEvLl!in .n
3'E EI (-)

o 6 o oE oc 6o .rCdr!dLC
, D, L o,

nr c dc c oi xd n!atA o Eta d t. c!os!ar6arct.r.5
oL!6ia.a6-corl, >ro.n , o .n o oi.c! ,.c bo >,t!oo-crrco oi.! ,-r, > a 6{,

^, L.J o r.-.{ Edl Er o c d o E s o, 6r ! oo.roci, doQ'>O O.r -sLarCCrctiaL.cd
or-cJc

^o E oL-carHo
EL lcerr6 (.)L
.no <ool.oruooo x3 (,
io 6.ccdr<6-cJnr
cE! ,litHo - .n.! r ^-s-r L ruElo L>^o-c-.d oooarpLHotrdar!.cnc.4 .!oqc,
a.t dD o L-{ < (J - O O(/) 

-Lco!ru LScv<L.L d o D {,, L €, {' O .-q .
€o: oiTr€cc.cxiti cc(r. lDorBlco
d c c-r ii oodcio>..L.-{r..c!ocei,qorn.ldtruo(,
drui,cL.! i >!ecoL.cDo-O-crLrDoo 6 Go-r oo ,:a ,(,rDrr.rLrt<Eq
,r.!oo cato o.c,oo!L.c o o ta E oi (t-c o o,aD q, o oEt c i F ,; a E F rn t! e 7| ! ao

^;

!E L

LE

!x co -

,, o c a
klq {, 6'cridL(,, e aq,n€
-cJ -o,H XC ta .i

oloroS r! (J qaroDn
6, f o d

d L d A6L a, o r 6 ru o^
^ o c,o o,-c > c 6 5@
6<rrc c6doa, (ro. eoui Lv
-Lt ! o 61, L :! o o cdE roo oC t.(,.ni l! 6icr.rr^Hcr!d
c-ro r!lr\oi or, to.r o L.o5 (r! oE.tra,no\ -clH!dcl dcrivoi -o.o g rDi o, Lrc(la<rD7)r-ocorrrHrur ln oo.t -do€gc L x(,>r rD or,o cr! odq ca o cc oaar6cl!Ho!.n -. 6.! o LE N e 'r5,c6 !LOr-(.)-.r,EaEcc(JioociElErq6H!o3=t

Bi

EL.

OE
da<,

,roAC

n,L6r6 >!l
L 6Crlorru.>ru

6 C O!
o o Lo.r i t o
-ri L, o
ari,-{-c > oa

ao o I o rd r,.

t2

:t!

E

J

.:

o

&
E]
F,a
U'

o
F]

o.o
o
tl
ti
otr
o
E]
F,

@
H
&
F,

oo
rI:

o
tslp
o

Frd
F
UI
Itl
&
D
tl
H

rI.

o
E]
Ei
4!la

o

a
&o
d
rd

t:)
!,1
!.1
El

q
o
o.

(d
,l
@

F

--; - ---- ---- --
l!lo D!
o o o @r!-cc .- r-.o

d!!aLonlcerdo.rD
o>(,,(,
<rq c o oL
o o c, L, c
GdoA.ro.J

6-



o
o
a
c
!)

o
o

! cc
(r.! .l ., >o, o . n,

so!.,r!*o.c! ':t c I oo3a c L o .1, o Oo(, gr.rr.!
o 6a.r 6iir-cHE.c 6.,;&i, ,t<.!o' ta idi.co9o, o, o ar -a (, o.!.. o t > * o o ad o
q q o L ?|@.o r. ,! -{ .c >.0
-c .!o .u^.c o ,<c

a.rdLor! (o x l-tco cE i o odto !o.,
o (, ,.- > o0od c.{ ,ruooloorc, e o.c -o o,i r. oairocor>rLln
^ coo.,ircrt.., a.l<,ooLa!,(r{, co(, (, .!F > O C X EA 

'(l0.o6(,rr-c
L ll, l,o-rica<oocoac oa,!oLodrc.6a,i o o o o 6.r .6a

.o o. I 6 .! .l 5 n X
(,O >ri C 6iCO!- O>r!!LrJrc i\od>f .!(, Li L > e c c cH 6td&c)
oocid{rL!i,araroe-

r o d-c -c ov v--

!d d, c.,
i >cocdiro{ro<q
, J J o.rd,
oai Lii c,o*o 6 lfq do 6ocr!ord<r:

, oe caa a<coE!..Ldod
OALLL

1.,.! o I o n -E d € €, > 3

vdr od
ordr.c!ln crX -ii.r

co')E. @i .' H L 6 !:ddc.!!Lrudcr}Lcor.rrnj6aq, l! od ooo.n(i.nc.:aLrDcdirqL s
L IUO O 

'.croq L.c.c {r.!D >roao\
6 0(),l !r6.CcL' -o\oo(ro^.. oa{o .oEr- o\o>!conHo6.doao.c,-46!O O ar roro c, ..dta r(a).c6crDLce<Elc.rc. cd r!<dodd
- dq oiL! (' L ,,
dc., c !rt<qL.(JOC-CO<a6O.tluerqFT)

oLo
c 6< o d o c ooqs.cLcc <.crrusio. larro, o!o,crD L Ec ar 6i o
=!!or-.!dceo oli-cL t \, ! r 6orlrrLLc6'lr!ocd-trt! > o, o d-c, drk .,'.ra. (., r. t .! d,E, ooro

at

Lr.{, , o o! cta caircocoo Yr o o.c,ao.{t.r{Doo.n
o3q 6D' C)

(Joo.,ar,-ro
H O C > O.o-C:EOH.!O.n!

E

l3

E

,:

F

F

5r
aacl

C'Or

q:
.o.
EI



E
o

..t
,lJ
a
o
(-)

6
o
a
c..{
c
oo

rd,lo
Fr

4 i 5 b: E
q q' L 6 OoD.!.t .-'t n 6n!

>, o..ri -x.r r o,ooE coLr- _i
2 aq s c o dF,o-r;;cGE o(J r! t-LxlH ir r<. ii.nq B> I O o O ! @o rqin" o a, !c.iacor-
eE 99 6Ld.,co-.4,.cLE.rr')=
9.1 t i <or,..cir6;-.i.> .c o. i! c {r!.! cc !o. c r.,c.iH 6

Sq n! o.n:'oo
!1 .9 t!, L ae . c5j-ra

oo o L>o.c.ctrlo o!,rL9 .oL O:)i - JA j
a<ra dor.!r., 6-ccdo..rO.ia.n-a9!p!!o c eoHroao,,6S!r! I o.cd i,.!.6tai.qe op.!c.jo.crlr,vao-!.r{r o >6cd LiiLQ.d
o E E o l! c , Et!< olqo udd o 6 o 

',co, dco>lr <.c ia4o.LL6*O().! , ,orcri^
..!p!-98 na!,4i. .' oru rro, c rD o., -!!, oo
-^-c?9FaL!-oo orooco coo\FCarCL.n.o-oc_r-ruo.odqx L6 c,;d>o, 5_n:q.:r., E d o, ru o ca.c c ci; o ') or r ru ru r- ru o c a, > .c o d , rD o , - G o c
=ol.rr t- (r.- o, .rxd.-! 9q ,o.ccrD<,LrL-cqd<<.o<:,!a, d, c > ..i_i(< - o - 66a- _u o ru o . r! q, a< o > d t Lt z.Bq: €E{roOEoa

r ix
9s 2 ,i i o

.,6L-!b 3" 5E!
^no.co^o.aL r;i.-'

c.onc.c
!, 'o q-d,

r- c<r o d t
o q ! o, od o o
rd o d o L 6AEI\ !-l

^ c @ L o 06
:.,.'l{roi.c(r@<L
.hn

-c oiv(<a ; o;,ooeo LF ..rEi
ur.\:, = otraiao E a

4(Joo>!o
o >r<, r-O.C d o.ooLo-(rrX iad;993i. h".e ;::':o. oa! o o o q d . i

^o6odao o c o dE, lnNo o< 6 0 E . @t.c
od -:,do :rD -oor!Ltcro=.r do, !=l>c.c trora tciorur.rDo!,

EAar.o(-rr>o.o6-d;

EC er!a)

o.Ji6.<.oox(r,oo>roiod

D O O C'iD Earoob
.<,,a.<iL
d5<.o.n,o(6ur o r< o da

o

J

t-

=r

l- r:dr

JI

_- -- _l

t4 -



:-
N.

';::::rl ." .oL -39: -.:" -" 3.:L;--y? ; ::i:etiee 5 .-o ;;;= = 3333""..!!E+C DE . q'a oH..ao-<,ir-c-^..!'*If;: -: g9s9! 6i=;;,-;o ii,,t.-::;:r :i_i ei 1E"53 -';.3:-E:"bE-t-...i
'lY':'e Ho-!.-- !o !iiosJ- -o,r.=i-.r

-. i ' i a 'j ii ;, ; ; 6 d -c - o -if.qt!!u -: s:34; 1t;F5;'-e5si!trI:o !! ,ilss o<r;o;6 5 : 3 5 " 5 a " " - 3 " 3 S i 39::l-!b9 1 !.C 9e.e,e d dcL.oc;c-6!i
n _! o c(,rn' ir.o ooooi€rx Et Lts.;! o c ;i c, .i {, ; ,i, r > - ; ,! ,t.j.c6a--c;o-'

^to,L,coo o ric ^jo;La Enrii,oo!",-
El 5 e o o- oodr^ii o t6eoc,c-, >i' o 

^r 
o. ! b-.: o i o i o i t- 5 . 

^ - wc.toLo - -;c-;'=-to!o"
o6co.c\9L r,,! B!_.<!o. ;'d 6xo:!-.r6.Ec

Ers5LcD ,s .ibo
q .c o , ,! L r. ; q o i c a: -E ii -i d = i '- . i , ; o ! a!!r! dv-6 l!oqo>oia .i6::FAo oo-ar.o5:"I9_-:-9 :a tL :i r- ri q. q, ij - , L - ri o J E o o >

!n o @o I oo-L cq,5i,- o . .c o c o a - o= 6 6 6 ;i _ o ! c qr i o-o(,ao i (u, oHrioo.ooD @6-;a.pL.c
-?5,rgoro=! -cd rrc?o gH.-. ;!.l!6-a.,ar6o .,xa d,it_!,.. !96o.^.oo .ocli - o:ri Jd-o;c -{s]9-c!!i!9 Loqds s.dot{!.ccAc,ao .n-c_n./, rD o o, .n, o o r. o L r! oE=9 C!, ;67) o ca;oa jj 66o6ii*oaq €.i?o9i ooEr-o!r.-l 6 H ! Lron.f E.!dq609 > rD o.c-c o=o6!-e, a 6;9:q i9a"tq Eqa ! ico-co qr Lri {,@(-c .o o o L sr ., J . r! .) +.c!> oed
@: qln6 oi_lri : ri , i ij o o i , jj o ; t _ a

I5

E

qe

F

o
o
a
c
.A

c
o
U

t!
F-l
cq

tf



!

Id
&
Do
H
r!

@
Or

=4
H

4
fr
e
q

4,

a

o
&o
F,

4,

o
\o
*
4
E{

o
E{z
H

&a
Frd3
tA

(a
q
a
&o
H

r,ro
a
Fi

o
&
r,l{
[l4oo
&

Oo
88

9o B

!s s
E; ;
9o9og
e 0c 0-P
ll riil

-b

.c

!se3;
;* s 3:
EisBE
9E s: e>; a93
l-l I I9)-or.
=>>(9>eaco->u-

+E o
Eo ;o= 3
os _E gr

vJ I - ;2c Sl ., t l!

,lsl - ii E;<;.8 i.9. ;E:;E s*s; e:
--.e.I E c 6I -,;2;r!I.g6Fccrci
:argiri*lsis
.g;;ii,,.3>26.;.:-:f,=->o9q,c1:tr-l!a(o-o-aE> J -crci;dr't{ddF d.n

FN

2o,
>i
c>
'; o o;
!_; c;
qo c:

E! ". S* s "dd*, :: sic c >s
€9e6?s3.E;33:s53:!E
EE€€sEs3*
I9-..,?'(?rree=-ai::tB::o-@>ozdd
;cit,inddr.aioi

;
Y

ll,
NN

o

E

!.o

;.,
g>

o

o

o

o
€/2

,\

E

I
.9

I
I
II

N

ll,

I
o-

I

o
(,

o

I

I

!

!

t

€
I

E

J

o

@

I+T

otno

rl
I

o.
-t
.Pi

e;
;o
Er= i B=
o.c 9 o c 9
o o- 6, o-

: s 
= 

H E! 5t >g 69>-9
:603i60
6 3 o -o= 3 b

I
I
I

I

i

i

o

o

.9

iet
t

€
I
tr

I

i

I N

dr

N

I
I

I

Fo

I

i

i

g,
G

E

.:

o
@

c

LI

-)

I

l6 -

N



AVRIM2, A DT]TCH MA"IOR THZARD ASSESSMENT AND INSPECTION TOOL

Linda J. Bellamy, SAVE Consulling Scientists for Industrial Safety, P.O. box 10466, 730I GL
Apeldoorn, The Nelherlands

Willi6t G.J. Brouwerl,2, Ministry of Social Affairs and Employment (SZW), ARBO/AIS, P.O. box

90801. 2509 LV 's Gravenhage, The Netherlands

Abstract
The rlevelopment of ancl experiences with AVRIM2, major hazard assessment and inspection

tool, are describcd. AVRIM2 is a modular inspection and assesment tool. It is composed of a number

of buiftling hlocks that home in on the technical aspects of the installation and on the quality of the

management system. Togcther lhese make a complete assessment of the quality o[ the major hazard

centrol system oI the company possible.

The componenls of AVRIM2 are: an lnitiating Event Matrix, Generic Fault Trees for direct causes of

failure, a benchmark Risk Matrix, a Managemenl Control and Monitoring Loop and an Organisational

Typing Tool.
The central concept of AVRIM2 is Lines o[ Defence: the safety oontrols which a company has in

place to prevent Loss Of Containment of hazardous materials, and the systems by which a company

monitors and improves the el'fectiveness of those controls.

Kevwords: ss of containmenl- Insoe ion tool- Risk- Maior H rd Control

l. lntroduction

This paper describes thc development ol and experiences with a major hazard assessment and

inspection tool, AVRIM2 u]. This tool is currently in use by the dutch Labour Inspectorate for the

assessment of Arbcidsveiligheidsrapporten, or AVR',s, which are the salety reports addressing the

intcrnal (with rcspect to thc workforce) salely of major hazard installations.3 These reports are

obligatory for major hazarrl installations in the Nctherlands. The company has to describe in the

AVR the hazards. operations, anrl lhe technical and organisational/managerial syslems it has in place

to prevent major accidents [2]. The task ol the Labour lnspector is then to assess the completeness

onJ u""urn"y o[ the report anrl 1o assess and inspect the safety of the installations. For the safety

assessment aml inspeclion tasks the Inspector uses AVRIM2. AVRIMz is a Dutch acronym with

means Occupational Safety Report (Assessment and) Inspeclion Method version 2. lt is the succesor

of an earlier inspcction tool, AVRIM [3].

Corresponrling author, Tel: +37 7{) 333 5431, Fax: +31 70 333 4026, e-mail

W.G.L.BROUWER@MINSZW.NL
This article is a personal contribution and does not necessarily reflect the opinion of the Ministry
.Arbeidsveitigheidsrapport' translales into english as'Occupational Safety Report', but the term

'occupalional' is misleading because the foous is on major hazard loss of containment accidents

The term ,internal' is more accurate. In the current regime in The Netherlands, companies also

have lo produce an Extern VeiligheidsRapport, or EVR, which addresses extelnal safety.
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Once Scveso ll is implcmented in Dutch law, AVRIM2 will be used lo assess Safety Reports

which rvill combine thc intcrnal and extcrnal safety reporting for a site, as well as for the inspeclion
of Sevcso II sites. both lorv tier and top tier sites.

In this paper, the hackground and aims of the tool are rlcscribed. A description of the central

concept of AVRIM2 and an overvierv of lhe tool is given. The components of AVRIM2 are presented

next. Finally, thc practical experienccs with the tq)l and rcmaining work to be done are discussed.

2. Backgrorrnd and aims

2. I Aims

The devclopmcnl of AVRIM2 started in July 1995 with a research project which resulted in the

basic AVRIM2 concept: thc "Ltrcs ol Delbnce " approach. During the course of lhe project a numher

of aspects were taken into account and were incorporated into AVRIM2 as follows:

1. Sevcso II The EU Directive Sevcso ll was coming into force, requiring companies to produce a

nervly delined site safety report. AVRIM2 was developed to be workable within the current AVR

framework and in lhe new Seveso lI approach as fhr as possible.

2. Burlen of proof The earlicr approach placed ttxr much hurden on lhe inspectors. For this reason,

AVRIM2 puts much more emphasis on companies to provide a demonstralion of their level of
safety, hut providing inspectors with tools to check lhis. including sets of evaluation crileria.

3. Risk-bascrl AVRIM2 is focused on prevention of loss of containmenl accidents for major hazard

installations. At thc start of lhe proiect the lhen current concepl of a criterion o[ zero accidents

was discussed in rclation to what is "sa[e". This criterion is replaced with an approach devekrped

for AVRIM2 that is risk-baserl. Such an approach requires risk based criteria (for likelihood and

conscqucnces of the occurrence of accidenl scenarios) with the burden on lhe companies to provide

thcir own criteria anrl assessments. Benchmark criteria are provided for the inspectors.

4. Lines ol Defence Therc needs to be a way of homing in on key safety weaknesses in the lechnical

aspccts oI thc design that can then lcad to consideralion of the relevant management aspects. The

solving ol this problem is the central locus of AVRIM2. namely the development of the concept of
Lines of De[ence. In rcquiring companies to go through a proc€ss of identifying their lines of
defence against causes of loss of conlainment, and of demonstrating how they manage these

rlefences. the irlea is lhat inspeclors can pick up on any weaknesses in these Lines Of Defence

systcms rvith the hclp of thc ttxrls in AVRIM2.

5. Managcment control anrl Monitoring Loop The management system model of AVRIM2 is based

on the cqntrol an{ monitoring loop concept of the PRIMA audit approach rvhich was developed by

Four Elements and investigated as part of the EC project Auditing and safety Management for

Safc operation and Lanrl Usc Planning cEC Environment Projecl EV5V-CT92-0068 [4]. ln
AVRIM2 the PRIMA audit was redeveloped into four control and monitoring loops, one for each

lile cycle phase (Design, conslruction, operalions, and Maintenance) [5-7]. Evaluation criteria

are provi.lcd lirr each clcmenl oI the loop. The loops were redefined lbr AVRIM2 and each link

1
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and component has common themes running throughout which make it easier to select questions on
specific topics of interesl. The original PRIMA questions were simplified into a set of briefer
points of altention.

A final requirement lbr AVRIM2 was that it should enable inspectors to use a more uniform approach
1o lhe assessmenl of the safely of major hazard inslallations

2.2. The Central Concept of Lines Of Defence

AVRIM2 applies to assessment and inspection of the salety controls which a company has in place
lo prevent Loss OJ Containmenl of hazardous materials, and to the assessment and inspection of the
syslems hy which a company monitors and improves the effectiveness o1'those controls. ln AVRIM2
these salety controls arc called 'Zlle.s of l)efence".

The llrsks of I'ailure of Lites ol Defence it the design and operation of the installation
The SaJetl, Monogement .S1,srez which manages the Lines of Defence

Typically. in low risk operation of high hazard syslcms, systems are designed with a 'defence-in-
depth' philosophy such that even when several technical faults or human errors occur, a release of the
potential hazard can be prevenled. The protection strategy is based on several last Lines of Defence
such as:

1. Redundant and diversity of equipment is introduced such lhat if one fails, another can take over
2. If conlrol o[ energy or mass accumulations fails in spite of 1., it can be detected by moniloring

critical parameters such as increasing temperature or pressure and the process can be shut down
by automatic emergency actions

3. lf 2. also fails, energy or mass can be retained by containment, or..
4. Diverted by barriers etc.

Only a coincidence of errors and faults violating all LODs will release a full scale accidenl and,
therefore, hazard control is is directed toward maintaining the barriers intact.

One such source of coincidence is poor managemcnt. The relationship betwe€n management,
lines of defence and loss o[ containment is illustratcd in figure l.

JuLy 2, I99a

The emphasis is on:
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For srrme hazards thc accident Ircquency is high cnough to base the design of LODs on analysis
of past accidents. Howcver. where this is not the case. risks must hc predicted using available
tcchniqucs such as Quantitative Risk Asscssment. lirr cxample. Safety management should then he

lbcussed on controlling and monitoring thc lines of delcnce, not on prescriptive rules of conduct
based on controlling the causcs of past accidents [8]. It is this latter approach to safety management

thal is used in AVRIM2.

The burden of proof in thc AVRIM2 tool is on thc company which must demonstrate it has

idenlified all possible causes of loss of containmcnt and has sufficient lines of defcnce in place to
prcvent and protect against these possihle causes.

3.1. Oven iew

AVRIM2 is a modular inspection and assesmenl tool. It is composed oI a numher of building
blocks that home in on the technical aspects of the inslallation. There are also building hlocks that

home in on the possiblc organisational strengths and weaknesses and the quality of the management

system. Together these make a complete assessment of thc quality of the major hazard control system

of lhe company possihle.

Thc tools rlcvcloped lirr AVRIM2 lirr evaluating the tcchnical aspects o[ the design arc

ll

lll

An Initiating Event Matrix in order to support an overview o[ a company's coverage of
possihle activities and cquipment from which Loss OI Containment could arise and possible

dircct causes ol fai lu rc.

Generic Fault Trccs lirr dirccl causcs of Iailure giving a very general level of global coverage

to all possiblc lailure pathways (scenarios), for which lines o[ defcnce were needed.

A benchmark Risk Matrix.

Tools lirr rcvicrving lhc organisation's ability ol maintaining the Lines of Defence are:

3-2. lhe htilidting Etent Mdtrix

5
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3. i\VRI NI2 (i)mponcnts

iv A Management Control and Monitoring Loop addressing each life cycle phase and which has

attenlion points for asscssing lhe completcness and quality oI lhe management's control and

monitoring o[ lines ol defence systems;

V An Organisational Typing Tool rvhich can be uscd to home in systemalically on potential

organisational weakncsscs in the evaluation of lhc management system.

All the components arc descrihed in the next paragraphs.



The lnitiating Event Matrix of AVRIM2 (Figure 2) identifies, in a generic way, every single
possible initiating event on an installation. An initiating event leads immediately to a loss of
containment. An initiating event is a combination of a direct cause and a piece of containment
equipment.

In AVRIM2. I)irect Causes of Loss O[ Containment (LOC) have been defined. The set of
catrses covers all possibilities ol lailure ol containment and are mutually exclusive. Definitions and
slatistics on these Direct Causcs were derived from earlier studies.

In AVRIM2, the combination of a direct cause and a containment or activity is called an hitiati,tg
Eveti. For example: Corrosion of pipe; crosion of loading arm: exlcrnal loading on pipe; impact on
railcar; overpressure ol'vessel; vibration of hose; thermal stress on vessel, frozen valve; wrong valve
installed/wrongly located; operator error with pump.

The only containments of interest are those where major hazard substances are involved
(according to the Seveso II classilicalion). For eaoh installation, all the possible D'pes of contdinme,
combined with all the possible t),pes of direct causes of a release determine the set of potential
Initiating Events for lhat installation. When fitled in with major hazard events which a company itself
has identified, the Initiating Event Matrix provides an overview of the safety window through which
lhe company looks at major hazards.

3.3. Generic I'ault 'Li'ees, Scenarios and Lines O! Defence

Based on lhe possible causes ol loss of conlainment of the initiating event matrix, Generic
Fault Trces werc devcloped lbr every direcl cause: Corrosion, Erosion, External Loading, Impact,
Operator Error (containment bypass), Overpressure, Temperature, Underpressure, Vibration. Wrong
equipment/Location. In addition lhere was a Generic Fault Tree for Excceds Conlainment Limit,
because it recurred in most of the other trees. Figure 3 shows an example of a generic fault tree, the

one for the direct cause Operator Error (containment bypass, no structural failure). Branch a is
developed lurther in a separate tree (not shown).

Figure 3 Operator error fault tree

A fault tree is a graphical represcntation ol the logical relations between an undesired event (the top

event). in this case a Loss of Containmenl, and its primary cause events. The top event is broken
down into all the possible logical causes until lurlher breakdown is considered unnecessary. The
rationale for the Generic Fault Trccs in AVRIM2 was that thc graphical representation, and relative

6
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Figure 2 Initiating Event Matrix.



simplicity in the gencric dcscriptions, would provide the inspector with a broad overview and starting

point lbr considering whether a cempany had considered all the possible routes to failure for
containmcnts with hazarrlous matcrials. In the development of the AVRIM2 trees, a team from the

Ministry of social Alfairs (SZW) wilh expertise in maior hazards were coordinaled by a student

from TU Delfl, whose resuhing thesis became the hasis for the l1 Generic Fault Trees [9].

Wilhin the generic fault trees. scenarios can be identified. In AVRIM2 n scenario is a unique

comhination of gcneric lhilure events from the base of a tree (events which are not further broken

down) which are necessary and sufficient to lead lo Loss of Containment. ln some cases, only one

basc event evcnt is rcquired. ln other cases combinations of events must occur before there is a

LOC. Every dircct sause Generic Fault Tree will have several sccnarios. because there a several

pathways within the fault tree thal oould lcad to a loss of sonlainment. The Operator Error tree,

which is tree number 6. contains 15 scenarios. Each scenario is identified by a number, 6.1,6.2,
6.3.....6.1s.

Evcry sccnario in the Gcneric Fault Trees is dcscribed Il]. For example:

Scenario 6.3: During sampling or draining from the containment the operator fails to stop the flow

correctly, for instance by not operating the device in tirne. This can be the case when

a liquid is drained from a containment and lhe valve is not closed in time and the

outflowing product makes it impossible to close the valve in a later stage'

Or. taking an example from the Overpressure tree:

Scenario 7.8 The excessive overpressure is causcd by high pressure from liquid material, for

instance roll-over causes the high pressure AND the overpressure exceeds the

containmcnt limil. For a (rll-uver lo occur there has to be stratification potential in the

liquirl phase o[ the product in the conlainment AND there is no mixing in the

ctrntainmcnt AND thcre is a difference in temperature between the layers which can

[or instance be causetl tluring filtttg of the cortlainme,tt AND the pressure relief

system fails to prevent the overprcssure.

In total there are 125 scenarios in the Generic Fault Trccs

The scenarios lorm a basis for identifying whcre a company should have Lines o[ Defence tn

place. Thc Generic Fault Trccs are intenrlcd lo trigger the investigation as to what installation specific

"..nuriu" 
are possihlc, whethcr lhese scenarios have heen identified, and whelher there are preventive

and proteclivc Lines of Defence systcms in place which minimise the likelihood ol occurrcnce oI a

failure.

The approach taken in AVRIM2 starls with the risk model through identification of scenartos

to loss of containment and identifying company specific Lines of Defenoe Systems. This order is a

salegua(l thnt all possible scenarios have been idcntified. This is also lhe order in which the AVRIM2

JulY 2, 19 98
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Lines of Defence come "below" the base failure events in the fault trees, as systems which are
intended to prevent a lhilure occurring. For example, scenario 5.3 (liom LOC by lmpact) includes
base events:

(a) Collision with transport vehicles.

AND
(b) Exceeds containment Limit.

The Lines ol Dclcnce which should be in place are those which are intended to prevent: (a)
Collision with transport vehicles, and (b), should collision occur, prevent that the impact causes a

Loss of Containment. For (a), Lines of Defence might relate to traffic control systems (speed limits),
height bars, srash barricrs, and the layout distance between roads or the height of a vehicle and
equipment carrying hazardous materials. For (b) it might be thal it was not possible to design the con-
tainment such that it withstands the impacl of a moving vehicle (no LOD).
ln such a case, the LODs for (a) are even more important.

A Lines of Defence system should have all lhe relevent preventive and protective components of a

delence in depth systcm:

physical containment

automalic shutdown/shut-olT for deviations
physical barriers for diverting mass/energy so containment limits nol exceeded

systems of work, including response procedures should a deviation occur

proteclion of personnel againsl exposure

emergcncy preparedness should hazard control fail

Remove hazard altogether (highest preference)

Reduce hazard to low level

Contain/control hazard by physical means

Contain/control by systems of work
Protcct personnel against exposure:

Thc order of priority for Lines of Delence Systems are as lbllows:

a

b

c

d

e

8
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research projecl has evolved.

An approach which works the other way around is possihle too: starting with the managemenl system
and generic Lines of Defence Systems, asking the company to identify possible scenarios on site.
These generic LOD's can be derived from expert judgement. This second approach makes it difficult
to be comprehensive in identilying the scenarios. On the other hand it makes it easier to identify weak
spots in management systems in a more generic way. At the moment these generic LOD,s, called
scenario management links, are been added to the AVRIM2 software.



I

Thc inspector is rcquired to carry out a completeness check of the information provided by the

company. It should hc chccked that:

All relevrnt scenarios have been idenlified and their lines of defence specified.

The lines of defence systems prevent and protect against all the failure events in lhe scenario

A line of defence system has all the relevent preventive and protective components of a

defence in depth system

Missing lines of defence havc been identified by the company.

Any inconsistencies across defence systems have been identified by the company.

There is a plan for dealing with identified weaknesses.

The ncxl stage is for the company (o cvaluate lhe risk of occurrence of the scenarios. Risk

assessmcnt is alrcady a requiremenl for the External Safety Report (EVR) but this only looks at

sccnarios with olfsite conseq[ences. Gencric historical lailure dtta are uscd to identify the likelihood

of releases, antl tttlention directed toward mitigation of consequences.

Since lhc EVR and AVR are going to be merged into one safety report it makcs sense to

concentrate in AVRIM2 on those aspects ot risk which are not dealt with in the EVR but which are

rclevant to internal salety. The AVR-EVR halancc is primarily one of Prevenlion-Mitigation.

Thc aim of getling companies to evaluatc lhe risks of occurrence of scenarios is to get them to

ftrcus pn chances of |ailure of Lines Of Defence systems and possible on-site consequences should

they lhil. This will providc thc information which enables the inspector to cflrry out a quality check

on the lines qf dcfcnce. For this purpose, benchmark risk criteria were devloped to enable comparison

wilh companies own crite ria.

The intcntion is thal companies should specify their own criteria lbr evaluating whcther the

possiblc failure scenarios are adequately defended against in terms of reliability of lines of delence.

ihe reliability of the systcm should be commensurale with the severity of the consequences should the

system fail. This approach rcplaces the previously held view relating to inlernal safety that "Safe"

mcans 7.ere loss 9f cqntainment. Such a view is unrealistic sincc there is always a finite probability

that thc hazarrl will bc realiscd. Thc previous approach also required that companies demonstrale that

accidents can never hnppen, rvhen in fact the best lhey can do is demonstrale an acceptably low level

o[ chance ol failure.

a

a

a

a

a

a

3.4. Risk matrix

9
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1. Personncl not prcsent within the effect distance

2. Measures rvhich prolccl a group

3. Measurcs which prolecl an individual

Emergency prcparcdncss should hazard control lhil



Risk is a function of hoth lhe likelihoocl and lhe consequence.s of failure. In AVRIM2 the

consequences of interest are impact on perstxnel on the site.

Likelihood of failrrrc of a lines of defence system (against a

particular scenario) X Conser;uences of failure

Thcre is a dillercnce betwcen a risk management system which prescribes rules of conduct

based on controlling the causes of past accidenls, and a risk management system which controls and

monitors ils lines of dcfencc. Thc lirst type of management only works if the accident frequency is

high enough to provide cnough data lbr analysis and rule prescription. The second type depends

upon knowing thc eflectiveness of the Iines of defence systems and taking action when the risk of
Iailure is unacccptablc. It is this latter (ype ol system which AVRIM2 is based on.

Wherever therc is a line of defence il can lhil. Companies cannot say, for example, that because

thcre is a prcssure relief valve a vessel cannol be overpressured. The pressure relief valve can fail.

It can be suhiect to pressures beyond thc dcsign specitication. A piece of equipment with the wrong
pressure raling might have been installed.

So, whatevcr the linc of del'ence. there is always a chancc, however small' that it will fail.

For this reason, the reliability of the line of defence system against each possible scenario should

be considered hy lhe company and the consequences of failure identified.

A semi-quantilative approach is recommended where the calculation of likelihoods and

consequenccs can be fitted ito a number ol categorics. The company should provide an evalualion of
the likelihoorl and consequenccs of each installalion specific scenatio or group of scenarios associated

tvith a Loss of containmenl. They should asscss lhese scenario risks against criteria. The criteria

should be dcveloped by the company and show what is and is not an acceptable risk.

AVRIM2 provides a set of risk criteria which can be used as guidance to compare against a

company's own criteria. These are shown in Figure 4. The principle used is that the more severe the

consequences, lhe lower the acceptable levet of likelihood o[ failure o[ the line of defence system.

Any possible flilure scenario would have a position in the matrix, showing ils relationship with

.".p""f t., the crileria. The aclion requirements, depending on the position of a scenario, are shown

in the kcy to the figure.

The values shown in Figure 4 are benchmarked in Figure 5. These benchmark data have been

amalgamated from two major company sources. since consequence severity depends on a number of
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Risk =

Because the measure ol risk is a combination of the likelihood of a loss of conlainment event and

its consequences, assessment criteria have to address both. The crileria are that the risks of loss of
containment of hazardous subslances should be acceptably low. If a hazard is present, the only way to

achieve zrro risk is to remove it.



parameters, the benchmark includes more than simply impact on personnel. Estimates of consequence

severity made by a company should therefbre also consider these other faclors.

ll
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Likelihood of
loss of
containment

Consequence sevetilY

5

Severe

x

4
M ajor

3

Serious

2
Minor

I
Negligible

5 Very lligh x x x o

4lligh x x x o o

3 Average x x o ()

2 l-ow x o o

I Very [-ow () ()

KLY

Unacceplably high risk.

Company should reduce by prevention/proleclion

lligh risk.
Company should address cost-benefits of further risk reduction

lnspector should verily lhat procedures and conlrols in place'

Acceptable. No action required

I
IIlil

Figure 4 Risk Matrix
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Consequence
scalera

Negligible
Minor impact on
personnel, no loss
of production time,

< f. 10.000 cost

Minor
Medical trealment
[or personnel,
minor damage,

short loss of
production time,
< f. 100.000 cost

Serious
Serious injury to
personnel (LTI),
limited damage,
partial shutdown,
< f. 500,000 cost

Mnjor
Permanenl
injury/heallh effect,
major damage,

production stop,
< f. 1.000.ct00

cost

Severe
One or more
fatalities, large
scale damage, long
term production
stop,
> f. 1.000.000
cost

4

Very low
Fnilure never heard of in the
industry.
Almost impossible on the

installation.
< 10 a per year.

Low
Failure heard of in the industry.
Remote. hut possihle on the
installation
< 10 3 per yenr

Average
Failure has occurred in the
c()mpany as a whole.
Occasional. could occur some

time on the installation.
< 10 2 per year

Very high
Failure happens several times a

year at the installation
Could be repeated incidents on

installation.
> 101 per year

High
Failure happens several times a

year in lhe whole company.

Possibilily of isolated incidents
on the installation.
< 10 r per year

Likelihood scale:

-)

4

4 (losls are il dutch gttildets (f.)

Scale

l-l
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3 - 5. Organisatiotrul factors

A tool has becn devekrped to enablc the organisational profile of a company to he specified.

From this profilc a prcdiction of the possiblc strengths and weaknesses of the risk management o[ a

particular company and installation can he generatcd. This tool, called the Organisational Typing
Tool, has becn incorporatcd into AVRIM2 in the lorm of a compuler program.

The development of this tool has been rvell documented [0]. It originated from a strustured

investigation of inspeclors' knowledge and perceptions of companies in the Netherlands which have to

provide an AVR. The investigation provided corrclations between faclors in an organisation's profile

and possible strcngths anrl weaknesscs with respcct to saLty.

Use of lhe Organisational Typing Tool can be made prior to investigation of the management

system. From a spccilication of the prolile of the organisation. the computer program makes a

calculation which provides the inspector with suggestions of nreas of strength nnd weakness likely to
be found in each component nnd link ol the control and monitoring loop.

3.6- lhe Management Control and Monitoring Loop

Much o[ the analysis surrounding the previous sections can point the way to the relevant

components in lhe managemcnt system which should be examined in the assessment. The Control

and Monitoring Loop described here providcs inspectors with support f<rr evaluating an installation's

management system.

In the cnntext of AVRIM2, lhe managentenl q'stem has a common mocle effect on the lines of
defence against failure. Therefore. the effects of management could be to increase the likelihood of
scenarios. and so gcnerate an unacceptable risk.

) Absence of a proper management syslem would resnll in increased ris&s of loss of
containment across a// lines of defence systems.

A n,eak management system would result in increased risks of loss ol containment for

thc lines of dctence in those argas of weakness.

The morlel underlying this principlc is the Control and Monitoring Loop (see Figure 6)

Figure 6 Clontrol rnd l\Ionitoring Loop

The aim of the Control anrl Monitoring Loop is 1o provide inspectors with support for assessing

whether all the safety componenfs of a managcment system are present and functioning adequately.

The managemenl system is shown represented as lhe middle block of componenls in Figure 6 of

the control anrl Monitoring Loop. Its felationship with lines of defence is as follows:

a

l4
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I

the left hand CONTROL side of the loop: the control of human decisions and actions

which have an effect on thcse de[ences, and

the right hand MONITORING side of the loop: the monitoring and correcting of
deviations from required standards in lhe control of lines of defence, and the

improvement of lhtrsc standards.

Analysis ()f loss o[ conlainment accidents shows that management could have prevenled or

corrccted deviations which originated in:

Design
Construction
Operation
Maintenance

These management prevention or recovery measures can he grouped into four key areas:

o Haznrd review
o Checking and supervision of tasks

a Routine insPection and testing
a Humfln Factttrs review

The comhinatiQn of thesc measures with the life cycle phases above gives the folbwing areas fot

considerarion, shown in Figure 7. These areas cover the whole of the management system in terms of

possible sources of failure leading to loss of containment'

a

a

a
a
a
a
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In AVRIM2 the eight areas are, for simplicity of application' combined into four key loops of
Design, Construction. Operation and Maintcnance. Each component and link of the loop shown in

Figure 6 can be explaincd as lollorvs:

l. system climate: A company should be nware of the climate which it operates in.

This includcs the climate of regulation, economic pressures, know-how, availability of
rcsources. and spccial requirements dependent upon the type of husiness it is involved

in.Thesafctymanagementsyslemshtluldhetailormadeforthespecificteqhnical
safety aspects o[ the installation and process.

2. Adaptation to System Climate: A compnny needs access to information and

rcsourccs from the syslcm climate they operale in' They need to adapt to changing

requiremcnts' knowledge and cxperience, and econttmic Pressurcs'

3. Organisation, knowledge, standords, plans, policies: The company must establish a

management orgflnisation which will rlete rmine and implement safety policy lt must

have knorvleclge about salety which enables it to set safety standards against which the

safcty o[ its operntions will bc measurcd and adjusted' There is a commitment to

implemcnting the policies anrl plans, with designated personnel with specific roles for

implementing and coordinating policy and plans'

4.Formalisationprocesses:Theprocessesbywhichptllicies,standardsandplansare
ltlrmalisedwilltlelerminewhatS'etswriltendownandhowthatinf<lrmationis
organiserl.ltisnecessarythatthelbrmalisalitlnpltlcesscaptureswhatisnecessaryin
the Satety Management dystem' and organises lhat infbrmation such that it is

accessible and understandahle '

5,Formelised(written)SystemsofControlandMonitoring:Theseareallthe
documenterl systems which play a part in the control and monitoring of people and

cquipmcnt' They inclurle poli"i""' plons' procedures' minutes trf safety meetings'

drawings, w.rrk orders, material safety data' safety reviews' checklists' safety manual'

jobdescriptitrns,andsoon.Thcdocumentationsystemshouldcapturetheknowledge
o[thec()mPanyabouthtlwlorlothingssafely,demonstratethatithasbeensuhjectto
safety review nnrl been ncccpted by the responsihle persons lt must be availahle and

unrlerstandable to those who use it'

6. Implementation of Control System: It is nol enough to simply capture the Safety

Management System on pupt'' Poli"y and procedures must be implemented through

the management structure iown to the front line through communication and 
-

instruction anrl provision o[ resoutces (people' equipment' tools' controls-and

displays). For 
"xumpl", 

irlcntification of safety critical tasks will have indicated

prinriiie" tbr supervision or special safety checks' and it is up to management to

ensure lhat such supcrvision is provided and carried out'

T.HumanRelialrility:Thisisthefunctionwhichultimatelyaffectsthereliabilityof
containmcnt through the way it is rlcsigned' constructed' maintained and operated'

t7
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8 Outputs of Human Reliability: Thc decision making processes which determine

actions, such as the rcsolution of conllicts bctween production pressures and safety,

detcrminc outcomes. How disciplined the company is in terms of the enforcement of

rulcs. such as the carrying out of hazard reviews, salely checks. the wearing of

personal prolective equipment, following lhe correct procedure, ensuring proper and

safc mainienance eto. will intluence the eftect oI people on the safety of the plant'

Thc occurrence of non-conlbrmrrnces. incidents and near misses will be an indicator of

horv rvell the syslem is perlorming.

Human reliahility will hc depcndent upon the support which is provided in terms of
information. training. man-machine interface, task design and workload, working

cnvironment. It will also he dependent upon the effectiveness with which safety is

controllcd through implemenlation oI standards and procerlures

Containmenl Reliability. Ctrntainment means lhe vessels. pipework, hoses and olher

plant componenls whictr contnin the hazardous materials, and all the associaled

"y"t"m" 
in lhe design of pltnt and chcmical proccss which prevent and protect against

cxceerling containmlnt limits. Human decisions and aclions occurring at different

points inlhe installation's life cycle will affect the integrily of the conlainment

systems. Loss of containment could result in damage' injury or loss o[ life'

Feedback.. The implementation of safety is monitored by measurement' observation'

review. audits. salety review meetings, and lront line personnel communicating

problems to higher management. Ultimately safety monitoring information gets back

io the highesl level oI management through regular safety perlirrmance reports'

Formal Monitoring Systems. The capturing of monitored safety information will be

highly tlependent upon the formal rcquiremenls for moniloring safety' and the

"ri"t"n".i,f 
p.r..rnncl with specialist snfety monitoring roles' such as an internal audit

leam who are trained in auditing und th" u't" of a formalised audit system The formal

moniloring sysrems will relate lo the standards which have heen set up and

implcmenled-on thc control side ol the loop' It will include capture oI data on

incidents and near misscs.

Analysis and Follow-Up. Captured data about the performance of the safety

rnonng"-"nt system wili need to be analysed in order to provide meaningful

inforiration ruhi"h 
"nn 

be learnt from. Il is important to analyse not just the statistics

oI monitored events but also the unrlerlying reasons as to why there was a deviation

from sal'ety perlbrmance stanrJtrds, what controls had failed or were not in place'

Revision System. The analysis process allows control failures or lack of controls to

be irlentifiert. lt is then n"""".ory tn revise or reinforce the conlrol process by which

safety is implemcnled ln this way the whole system is self adjusting'

Sefety Improvement. The follow up to irlentifying the.need to revise the SMS has to

be implemented in order for safely to at least be maintained at the specified standards'

9.

10, 1l

12.

13.

14.

15.
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()r to he improvcd where lhose standards are already being met. When the loop is

rvhole. continuous salety improvement will be achieved, and there will he evidence of
this through lhe formalisation of safety improvcment plans.

The aim is to cstnblish whclhcr therc is r management system in place by examining whether the

loop is complcte, and if not, rvhere thc arcas ol weakness lie. The four loops provide sets of

attention points which are cflectively "Perfrrrmance Indicators" of a safety system which is preventing

the incubation Qf accidenls. The use of the term "syslem" meflns lhat all the components of the

organisation anrl managcment have a relationship with one nnother within a clearly defined structure.

.1. Llse of AVRlNl2

AVRIM2 is to he used [br:

- Examination o[ the inlormalion that Seveso ll establishments must provide to the authorities,

in particular the Safety Report and the Maior Accident Prevention Policy ;

- Veiitication that the safety systems specilied by the companies for Major Hazard sites are

actuatly applicd in relalion to lhe design. conslruction' operations and maintenancei

- Subsequcni pcriodic salety inspections of Major Hazard installations'

As a consequence of the use of AVRIM2 with regards to the assesment of the Safety Report'

there will be a rlemand tbr extending the possible use of the tool to other lields of interest, like the

environment and emergency ,""pun.=" nnd plonning At the moment AVRIM2 only regards possihle

roules lo loss of containmenf. Iidoes not lake account of ctusequences. In the future eflect trees will

be added. This could make an inlcgration with the quantitative risk assessment npproach taken by our

Dutch environmental collcagues more Ieasihle'

Further research in combining the safety managemenl syslems approach for internal safety

with thc quantitative risk assessmcnt approach for exlernal sately is ongoing wilh the EC project I-

Risks, Development ol an integraterl tcchnical anrJ management risk control and monitoring

merh.rd.,logy i r, n-,onoging ^ni 
quantilying on-site and .ff-site risks (Conlract ENVA-CT96-0243)'

The hasic l.,n."pt" uf eVRttllZ hwe heen intcgratcd in this research project'

Once Seveso ll is implcmented in Dutch law the aim is to ask companies lo use a more AVRIM2

like approach in the Sal'ety Report. Many companies use scenarios and risk matrices. but untill now it

was nol askcd of them to give this information tt, the authorilies. Under lhe new legislation they will

be cncouragcd to use this inlbrmation in the dialogue with the aulhorities in which they nust

dcmontratelheir appoach. This rvill make lhe task of the inspectors more appropriate to the role

envisagerl for them in AVRIM2.

Acompnnyisexpectedtopttrvideevidencelhatithasidcntificditslinesofdefenceagainst
failure, their chances of lhilure, the consequences of tailure, anrl that the management system is

complele in addrcssing all lhe Control and Monitoring Loop components' However' even with the

burjcn placcd on the iompanies to d€monstrate salely, the assessment of completeness and adequacy

ol the risk control anrl management systcm is still an extensive task' and so lbcussing rules are

neeclerl. Focussing rulcs arc needed ior systcmatisation of approach in an area where
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comprehensiveness is an impossihility. In theory. this could be achievcd by technical and

organisational typing rvhereby potential rveaknesses of a particular technical or organisational syslem

nre predicted bclirrehand. As far as possiblc within the scopc of the current AVRIM2 project,
schemes fbr reducing the size of the inspectors' tasks have hecn developed but this is one very
important area wherc [urthcr developmcnts tre necded and are in progress.

AVRIM2 is a tool which is one oI the liw lrue major hazard technical review and audit methods

linking lhe technical and management syslems. It is considered to adress all issues lhat are necessary

for asscssing thc quality of the ma.jor hazard conlrol syslems of companies without being prescriptive.
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